Atomicity is a desirable property for business processes to conduct transactions in Business-to-Business (B2B) collaboration. Although it is possible to reason about atomicity of B2B collaboration using the public views, yet such reasoning requires the presence of a trustworthy party who has complete knowledge of these views. It is inapplicable when some parties may want to keep the confidentiality of their collaborative partners for privacy and other business reasons, or the trustworthy party is not available. To address this problem, we propose a novel approach that allows each party to jointly conduct local atomicity checking with its direct partners. It is based on iterative forwarding and regression of compensability properties between each pair of direct partners. This approach is applied to a case study based on a real-life insurance process in the motor damage claims domain.
INTRODUCTION
It is vital to respect the privacy of individual process collaborators in a Business-to-Business (B2B) environment, where collaborating business processes are typically distributed, autonomous, heterogeneous and enacted individually. To retain business interest or privacy, organizations only expose their restricted public views, hiding the internal business logistics (or internal processes) from others. The collaboration of these processes is through message exchanges between their public views [3] [4] [17] . To handle the inconsistency problem in process collaboration, weak consistency approaches, such as exception handling, are often adopted in such environments [10] .
Exception handling approaches relax conventional database transaction requirements and impose atomicity sphere on business processes [10] . Satisfaction of atomicity sphere is a desirable approach to guarantee atomicity property in a business process. If a business process satisfies atomicity sphere, it should warrant the business process to terminate with the semantics of all or nothing. Such a business process can always terminate successfully by retrying the failed tasks, or rolling back to its original state without undesirable side effects by compensating all the executed tasks. In contrast, the abortion of a business process that does not exhibit atomicity sphere may suffer from side effects and result in value loss, e.g., payment cannot be refunded when a procurement transaction is aborted. * Even if atomicity sphere property is held in every collaborating process individually, this property may still not be respected in their collaboration. It is therefore desirable to check in advance to determine whether the atomicity sphere property may be violated in a potential B2B process collaboration. The global analysis approach, which checks atomicity sphere by composing all the collaborating business processes into a composite process, is not applicable in some scenarios when the business parties refuse to expose their internal business processes due to business or privacy reasons. Our earlier work [21] has solved this problem by proposing a novel process algebraic model to derive atomicityequivalent public views from detailed business processes. By checking the atomicity sphere in the composition of these public views, the atomicity property of their collaboration can be verified. It exempts business parties from releasing the details of its business processes to its partners while checking the atomicity sphere of their collaboration. Thus, such a checking requires a trustworthy party who has complete knowledge of the public views that forms the composite process.
Many organizations may hesitate to take avoidable risks and conduct potentially problematic business transactions. Therefore, how to verify atomicity sphere of B2B collaborations in time when the trustworthy party is unavailable, even temporarily? Let us illustrate this problem using an example. To ease the discussion, we refer to a direct business collaborator of an organization as a direct partner of the organization. Consider the scenario involving a retailer, a supplier, a bank, a producer, and a shipper. Suppose that they collaboratively provide a supply chain application, and a trustworthy party does not exist in such scenario because each party wants to hide their collaboration information from others due to privacy or business reasons. For instance, from the supplier's perspective, its customer (i.e., the retailer) should better be blind to observe its vendors (i.e., the producer) and on how they collaborate. Similarly, from the perspective of the retailer, its suppliers should not know its interactions with its clearance bank. Hence, the global checking approach for atomicity sphere [21] is inapplicable in this scenario.
To solve the problem, we propose a local analysis approach to verify atomicity sphere of B2B process collaboration. Instead of composing all the public views and checking the atomicity sphere by a trustworthy party, each business party in this approach verifies locally whether the collaboration with its direct partners satisfies atomicity sphere. In this way, the mandate for a trustworthy party is not required. Our model assumes that each party may publish different public views for its different direct partners. We call them local views. Each local view of a business process is restricted to contain the essential information directly relevant to a particular direct partner of the business process. Thus, this approach avoids disclosing information amongst direct concerned partners.
The main challenge of the proposed approach lies in the problem of analyzing atomicity sphere accurately without global knowledge of all involved parties. Reasoning the atomicity sphere of a B2B collaboration requires some global knowledge of process interaction, including the partial ordering of all tasks, and their compensability and retriability properties. We will discuss them further in Section 2. These kinds of information, however, are unavailable or only partially available in each organization. Hence, it is difficult to conduct accurate analysis of atomicity sphere of their B2B collaboration locally by each involved business party. We will elaborate on this problem and examine various inaccuracies that may arise in Section 3. Currently, methods to uncover the global knowledge required for the checking of global atomicity in local analysis has not been addressed in existing related research work.
The main contributions of this paper are twofold: First, a novel analysis approach based on property propagation on local views is proposed to confine the potential violation of atomicity sphere within individual processes. By analyzing a local atomicity sphere criterion of every involved process, business parties as a whole could identify whether the atomicity property is achieved in their collaboration. Second, algorithms are presented to construct local views, propagate property amongst business parties, and check the local atomicity sphere criterion.
The rest of this paper is organized as follows: Section 2 reviews the background of a process algebraic model for business processes, and global checking of atomicity sphere. Section 3 analyzes the problems in local checking. Section 4 gives our solution and theoretical results. Section 5 illustrates this proposal by using an insurance case study based on motor damage claims. Section 6 presents the evaluation and discussions of this proposal. Section 7 summarizes the related work and draws a comparison. This is followed by our conclusions in Section 8.
BACKGROUND 2.1 Business Process Algebraic Model
In this section, we will review the definition of business process and the atomicity-equivalent process algebra PA a [21] . We denote the termination state by the special constant 0.
Definition 1:
A process p is defined by a quadruple (p, P, A, F), where P is a set of states, A is a set of actions, F ⊆ (P × A × P) is a ternary transition relation. Note that 0 ∈ P. An action in this paper refers to the commitment of an executing task. Actions occur instantaneously. For simplicity, we denote the initial state of a process p as p, and p* as all the states reachable from p. We assume that a B2B process always terminates [14] .
Definition 2: Several basic operators are defined for processes with the precedence "⋅", "+", "||".
"⋅": a prefix operator on processes "+": a choice composition operator on processes "||": a parallel composition operator on processes
In a process, a port action is designed to communicate with other processes. A process p with a set of port actions H is denoted as p H . Non-port actions do not participate in communications with other processes. For simplicity, we assume that two port actions from different processes with the same name indicate that they communicate with each other synchronously. We also assume that non-port actions (except silent action, c.f., Section 4.2) in different processes do not share the same name. The following axioms describe the behavior of the three basic operators "⋅", "+" and "||". We denote a process algebra system with the following axioms as BPA (short for basic process algebra).
Let P be a set of processes. ∀x, y, z∈P, a, b∈ A. The atomicity-equivalent process algebra PA a is an extension to the BPA with some extra simplification rules for silent actions and violation of atomicity sphere. Details could be found in [21] , and this paper does not rely on them. In this algebra, we denote PA a ├ p 1 →p 2 if p 1 can be reduced to p 2 using the axioms of PA a .
Definition 3:
A complete trace of a process is a sequence, possibly empty, of actions executed from its initial state to its termination state. For a process p, trace(p) denotes the set of all the complete traces of process p. For a trace t, i is an integer larger than 0, t[i] denotes the action in the i th position of t. Let A i be a set of actions, t\A i represent the trace removing all the actions except those in A i .
Global Checking of Atomicity Sphere
In a business process, each task is assigned with two properties: compensability and retriability [10] . A compensable task can be undone one way or the other, whenever the process fails or is aborted. A task is non-compensable, referred to as a pivot task, if the overhead or cost of compensating the task is unacceptable [14] .
A retriable task can, without cumulative effects, repeat itself internally if the latest internal trial fails, and finally succeed after a finite number of trials; otherwise, a task is non-retriable. In our model, every action a∈A has two essential properties: compensability and retriability. Predicate C(a) is true if and only if the action a is compensable; predicate R(a) is true if and only if the action a is retriable. Note that the semantics of "atomicity" used in business processes is different from that used in database in the sense that "the structure [business process] guarantees a more general notion of atomicity than traditional transactions" [14] . Informally, a process in this model satisfies atomicity sphere if and only if (i) it does not contain any state that violates atomicity sphere (denoted as φ), and (ii) no non-retriable task is executed after a non-compensable task in any of its complete execution traces. This is formalized as follows:
Definition 4: ϕ is a predicate of a process, where ϕ(p) is true if and only if the following conditions hold:
Otherwise, ϕ(p) is false. For any processes p 1 , p 2 , if ϕ(p 1 ) = ϕ(p 2 ), p 1 and p 2 are said to be atomicity-equivalent.
In the global checking of atomicity sphere, atomicity-equivalent public views are derived from collaborating processes, and then composed into a global process (we refer to the composition of all the collaborating processes or their atomicity-equivalent public views as a global process, and each collaborating process as a private process). Their collaboration satisfies atomicity sphere if and only if the global process satisfies atomicity sphere. Formal details can be found in [21] . In the subsequent discussion, we assume that each business party owns one private process. A party that owns multiple private processes can compose them into one using the process algebraic model presented previously.
PROBLEMS AND CHALLENGES
As mentioned in Section 1, the local checking approach has potential to alleviate the privacy problem. Still, it may suffer from inaccuracy due to the lacking in global (complete) knowledge about the process collaboration. In general, there are two kinds of inaccuracy that could be introduced by a local checking approach, namely, under-estimation and over-estimation. Problem 1 (Under-estimation inaccuracy): This inaccuracy occurs when there is a scenario where the collaboration of business processes violates atomicity sphere, but the local checking shows that it satisfies. This kind of inaccuracy will introduce value loss for process collaboration because they cannot exclude the violation of atomicity sphere in advance. One of the reasons is due to the losing track of some pivot tasks of other processes in the local checking. For example, as depicted in Figure 1( Problem 2 (Over-estimation inaccuracy): Over-estimation occurs when the collaboration of business processes satisfies atomicity sphere, but the local checking returns false report. Overestimation inaccuracy will potentially exclude legitimate collaborative services and hence limit the choices for selection. A reason for the local checking to report a false alarm is that some temporal relationships amongst tasks in different processes may not be accessible during local checking using existing techniques. Consider the example in Figure 1 (b). The collaboration of p 1 , p 2 , and p 3 satisfies atomicity sphere, in which task a 3 is compensable and non-retriable, a 6 is non-compensable and retriable, and the others are compensable and retriable. The local checking of p 2 reports a violation because the information of the temporal relationship between tasks a 3 and a 6 are not available for the checking because the collaboration of p 1 and p 3 (that is, a 5 in p 1 communicates with a 5 in p 3 ) is invisible to p 2 due to privacy. Hence, from the perspective of p 2 , the non-compensable task a 6 could be executed before the non-retriable task a 3 and thus appears to violate atomicity sphere property.
Both kinds of inaccurate results are undesirable in B2B collaboration. However, these problems cannot be solved by existing approaches [10] [21] . The challenge lies in that the information sharing between business parties in these approaches will unavoidably expose their privacy, while the protection of privacy will compromise the global knowledge of process interaction, which is critical to the accuracy of the final analysis results. We have studied this problem closely and found that a global knowledge of process interaction is not needed for the reasoning of atomicity sphere if business parties are willing to let their direct partners know when their process becomes noncompensable. We will discuss this assumption later.
In the next section, we will propose an approach based on the propagation of non-compensable properties to solve these two inaccuracy problems.
LOCAL ANALYSIS

Overview
To tackle the two inaccuracy problems presented in Section 3, we propose a property propagation technique. We observe that if a process can transfer the relative positions of its pivot tasks to a destination process, the latter can judge whether its tasks may fail atomicity sphere. However, such propagation of pivot tasks from one process to another may expose the privacy. A solution is to propagate only the non-compensable property of pivot tasks instead of the tasks themselves. For example, as depicted in Figure 1 (a), the non-compensable property of pivot task a 1 in
process p 1 can be propagated to the start position of p 2 (a dashed arrow represents the property propagation direction). The intuition of such propagation is that a 1 can be executed before the first task of p 2 in their collaboration. Thus the propagation reveals to p 2 that some non-compensable task in p 1 could be executed before any task of p 2 . This non-compensable property can then be propagated to p 3 and p 4 in similar ways. Thus, process p 4 knows that there is some non-compensable task in some other process which may be executed before its non-retriable task a 5 . Hence, p 4 can determine locally that their collaboration violates atomicity sphere. Likewise, in Figure 1 (b), the non-compensable property of pivot task a 6 can be propagated to p 3 at the point right after a 5 . Its intuitive meaning is that task a 6 cannot be executed before a 5 , but can be executed before any of a 5 's subsequent tasks in p 3 . The subsequent propagation of this property from p 3 to p 2 at the point after a 4 explores to p 2 that the pivot task a 6 is always executed after a 4 . Therefore, p 2 knows that a 6 is always executed after a 3 so that the local checking of p 2 does not give a false report.
The above observation has inspired us to propose an approach based on property propagation of pivot tasks to analyze atomicity sphere locally. The basic idea is as follows: First, it confines the potential violation of atomicity sphere of the global process to individual private processes by propagating the non-compensable property of some pivot tasks to all the partners. Next, by checking a local atomicity sphere criterion of each individual process, business parties can identify whether their collaboration satisfies atomicity sphere.
In the next section, we will formalize the property propagation approach and prove that it is sound for checking the satisfaction of atomicity sphere locally.
Property Propagation
Before introducing the property propagation approach, we will first introduce some essential definitions.
Definition 5:
A primary pivot task of a process p is the first noncompensable task in a complete trace of p. Let ppt(a) be a predicate describing whether a is a primary pivot task. That is,
For example, as depicted in Figure 1 (b), task a 6 in p 1 is a primary pivot task because it is the first non-compensable pivot task in the complete trace of p 1 . Similarly, task a 1 in Figure 1 (a) is also a primary pivot task.
We observe that a process violates atomicity sphere if and only if some non-retriable task is executed after a non-compensable task in one of its complete traces [21] . We therefore consider only propagating the non-compensable property of primary pivot tasks in our approach, because these kinds of information, as we will prove later, is enough to locate the violation of atomicity sphere of the global process by individual private processes. To ease discussions, in the remaining of this paper, we refer to property propagation as the propagation of non-compensable property of primary pivot tasks from one process to the others.
To avoid revealing pivot tasks, an operator ϒ is introduced to project the private process onto its local views, where non-port pivot tasks are abstracted as silent actions, denoted as τ. Business parties can then use these local views to exchange the points where non-compensable properties hold. Since τ is used to abstract pivot points where non-compensable properties hold, it is considered to be non-compensable in local views. Meanwhile we need to propagate only the non-compensability properties as shown by a proof later, τ is thus assigned to be retriable.
The operator ϒ performs two operations: (i) renames each primary pivot task to τ if the primary pivot task is not a port action in the local view, and (ii) discards all the other tasks in the process except the port actions required in the local view. Each process may have its own primary pivot tasks. To differentiate the properties of different primary pivot tasks amongst different processes, we assign each primary pivot task α an identity (ID) set, represented by α.idset, which contains a unique identification, denoted by α.id, that is α.idset ={α.id}. Similarly, each silent action τ owns an ID set, which contains the IDs of the primary pivot tasks that have been renamed to this silent action. Note that the ID set of one silent action can differ from that of another silent action. To ease the presentation, we use predicate silent(a) = true to represent that a is a silent action τ.
is a projection operator that projects a process p onto a local view with the set of port actions H i . It is defined inductively as follows:
Each private process may have multiple distinct local views, each of which is constructed for the interaction with one of its direct partners. The local view contains only the required information for such interaction and the associated property propagation. For example, the process p 1 in Figure 1( We also associate every silent action with a powerset of port actions, which could not appear in the same trace with the silent action. We call it an excluded set of the silent action. Let us consider the illustration depicted in Figure 2 . Suppose that the task a 3 is a primary pivot task of the process p 1 , and it is propagated to the process p 2 at the point after a 1 . Apparently, from the perspective of p 2, the propagated silent action of a 3 may execute before the port action a 2 . However, from the process behavior of p 1, a 2 and a 3 cannot both appear in the same trace. Hence, to reflect such information in the process p 1 , the corresponding silent action of a 3 is assigned an excluded set with its ID in the local view (that is, (a 3 .id, {a 2 })). When the silent A local view may contain multiple silent actions τ. To facilitate property propagation, a simplification rule is provided to merge two consecutive silent actions τ into one. We refer a local view that cannot be applied the simplification rule any more as a canonical local view. Note that the excluded set for each ID in the two silent actions is also merged after simplification.
We refer to the process algebraic model extending PA a with τ and this simplification rule as PA p . Under this extended framework, we introduce an operator to propagate properties of primary pivot tasks. Such propagation inserts the silent action τ (that is, the noncompensable property of primary pivot tasks) from a local view into a private process at its earliest position where those corresponding renamed primary pivot tasks of this silent action τ may occur. Its formal definition is given below.
Definition 7 [Property propagation]:
Let p be a process that collaborates with another process q using the set of port actions H, and that qv is the local view projected from q for the collaboration with p, that is, PA p ├ϒ(q, H)→qv. The property propagation from qv to p generates a new process p′, denoted as p′=λ H (p, qv), which is defined inductively by the following rules:
The intuition of these rules is to insert silent action τ from its direct partner's local view qv into the process p at the earliest point it can occur. In particular, rules 3 and 8 mean that the silent action is inserted into the private process at its earliest point. Rule 9 represents that propagations of different non-compensable properties to the same position of a private process are converged. Rule 10 represents that the propagation of two alternative views could be propagated one by one. For example, as depicted in Figure 1 (b), a 6 is a primary pivot task of p 1 , and p 1 is a direct partner of p 3 . The local view of p 1 for its direct partner p 3 is a 5 ⋅ τ ⋅ 0. Meanwhile, p 3 can be represented as a 2 ⋅ a 4 ⋅ a 5 ⋅ a 7 ⋅ 0. Applying the rules of Definition 7, the propagation of property from a 6 to p 3 returns the result a 2 ⋅ a 4 ⋅ a 5 ⋅ τ ⋅ a 7 ⋅ 0, which inserts the silent action τ into the point after a 5 in p 3 .
To decentralize the global checking of atomicity sphere satisfaction to individual parties, we need to recover the partial ordering between primary pivot tasks and non-retriable tasks across all participating processes when they interact. Such partial ordering can be derived by applying iteratively the property propagation between all collaborating private process pairs. We provide an algorithm to propagate non-compensable properties of primary pivot tasks as follows, which can guarantee that the noncompensable property of each primary pivot task could be propagated to all of its direct and indirect partners. This algorithm exchanges non-compensable properties of primary pivot tasks between direct business partners via their local views. In step 3, for the purpose of atomicity sphere checking, the algorithm updates a private process using the local views of its direct partners, and then updates its local views in step 2 accordingly. Therefore, the non-compensable property of primary pivot tasks could be exchanged between its partners. For example, as depicted in Figure 1(a) , the non-compensable property of the primary pivot task a 1 is first propagated to p 2 from p 1, and then it is further propagated to p 3 , p 4 via p 2 . If there are n processes in a B2B collaboration, after a finite number (at most n) of steps, the non-compensable property of each primary pivot task is propagated to all the involved parties via all possible propagation paths. This is formalized in the following theorem.
Theorem 1:
1) Algorithm 1 always terminates.
2) When Algorithm 1 terminates, the non-compensable property of each primary pivot task is propagated to all other private processes via all possible propagation paths.
It is easy to observe that the number of primary pivot tasks is finite, and the number of transitions in each private process during property propagation is finite. Meanwhile, the non-compensable property of a primary pivot task (that is, τ) can only be inserted between two non-silent transitions of a private process. Thus, after inserting a finite number of non-compensable properties in each private process, this insertion step will reach a fixed point and terminate. Suppose that Algorithm 1 has terminated and there is still a non-compensable property of a primary pivot task that has not been propagated to some private process via some path. The propagation related to this private process would not reach any fixed point because this process could still be changed by inserting a new silent action τ. This contradicts the fact that Algorithm 1 has terminated. The formal proof of this theorem can be found in [22] .
Algorithm 1 is to be executed concurrently by individual business parties. We need a mechanism to detect the fixed point state where further execution of the algorithm by any parties does not derive new silent actions in local views. A solution is to deploy a distributed consensus protocol such as the one proposed in [6] so that each party can confirm with its direct partners if they can no longer find new silent actions. Owing to space limitation, we will not cover the protocol here.
In the next section, we will introduce a local criterion to analyze the atomicity sphere locally. By checking the local atomicity sphere criterion of each private process, we can identify whether their collaboration satisfies the overall atomicity sphere or not.
Local Analysis of Atomicity Sphere
One problem in local analysis is that the non-compensable property of a primary pivot task may be propagated to a point in the private process that is not reachable in the global process, or the primary pivot task itself is not reachable in the global process due to deadlock or other reasons. For example, as depicted in Figure 3 , Task a 5 in p 1 is a primary pivot task, and its property is propagated to p 2 at the point after task a 2 . After the execution of task a 1 , p 2 may choose to execute either task a 2 or a 3 . Task a 6 in p 2 is a non-retriable task, and all other tasks are compensable and retriable. It is easy to observe that a 5 is not reachable in the global process due to communication deadlock. However, its property is propagated to p 2 , which has no knowledge that a 5 is not reachable in the global process. From the perspective of business collaboration, deadlock is not desirable because it may lead to abnormal termination of business process execution in some scenarios. Efficient techniques of deadlock detection and reachability analysis for distributed communicating processes are available [1] . Hence, before applying our property propagation approach, business parties could apply these techniques [1] to check the existence of communication deadlocks and to remove non-executable transitions in their collaboration. Hence, we restrict ourselves to consider a restricted subclass of B2B processes which are wellformed, that is, deadlock-free, and all transitions are reachable in the global process. We apply our approach to the well-formed processes, whose behaviors can be expressed in tree-like structures, where transitions are uniquely labeled. We will discuss the scalability issue in Section 6. The following definition describes this subclass of business processes. Since the non-compensable property of a primary pivot task may be propagated to the same private process via different paths, they may not propagate to the same position. This results in inaccuracy, because during the propagation, some partial order relationships between actions in different processes could be lost if they are not well-controlled. For example, as depicted in Figure 4 , a 6 is a primary pivot task, and its non-compensable property is propagated to p 4 via different paths: One silent action is inserted after a 1 , and another is inserted after a 3 . According to the checking criterion for atomicity sphere [21] , the private process p 4 will violate atomicity sphere after the property propagation of primary pivot task a 6 . However, from the perspective of the global process, a 6 could not appear at the point in p 4 after a 1 in the global process. To solve this problem, we propose a novel criterion for checking atomicity sphere of individual private processes after the property propagation. Recall that each transition has a unique action, and, to ease the discussion, we use the symbol "a⇒b" to represent that action a is executed before b in some trace of a private process. If a is unable to execute before b in any trace of a private process, we denote it as "¬(a⇒b)". We define that the predicate excluded(a, b) is true if and only if silent(a)=true and there exists a port action c in the excluded set of a having c=b or c⇒ b.
Definition 8 [well-formedness]: Suppose business processes
p i = (s i0 , S i , A i , F i ), i=1..n,
Definition 9 [Local atomicity sphere criterion]: η is a local property of process p = (p, S, A, F), η(p) = true if and only if ∀a, b∈A: if a⇒b ∧ R(b)=false, then at least one of the following conditions is satisfied: (i) C(a)=true, (ii) silent(a)=true ∧ ∃c∈A: a⇒c∧¬(b⇒c)∧a.idset ⊆ c.idset, or (iii) silent(a)=true ∧ excluded(a, b)=true
The intuitive meaning of condition (i) is that there is no nonretriable task executed after some non-compensable task in some trace of this process. Condition (ii) is to remove the duplicate silent actions propagated from the same primary pivot task. If one silent action is executed before a non-retriable task in some trace, but there exists a duplicate silent action from the same primary pivot task, which is executed after the first silent action in some trace but not before this non-retriable task in some trace, then the effects of the first silent action is removed. For example, as depicted in Figure 4 , the silent action inserted after a 1 and the one inserted after a 3 in p 4 are both from a 6 . The first silent action is executed before the non-retriable task a 2 , but the effect of this silent action is removed because the second silent action is executed after the first one but not before a 2 in some trace. Condition (iii) says that b is not in the same trace with the primary pivot task. According to this criterion, business parties could check whether their collaboration satisfies atomicity sphere locally. This can be formalized by the following theorem: 
This theorem shows that if all the private processes satisfy the local atomicity sphere criterion after the above property propagation, then their collaboration satisfies atomicity sphere; otherwise, if at least one local criterion η is violated after the noncompensable property propagation of primary pivot tasks, the collaboration of the well-formed collaborating processes will violate atomicity sphere. Based on Theorem 2, an organization can conclude locally whether its B2B collaboration with other business partners satisfy atomicity sphere.
Algorithms
In this section, we will refine the algorithm of propagating the non-compensable property from a local view to a private process and introduce an algorithm for checking local criterion. The realizations of Definitions 5 and 6 for the identification of primary pivot tasks and the projection of a private process onto a local view are relatively mechanical. We will not include the associated algorithms here due to page limitation. Details of these algorithms can be found in [22] .
Let process p=(s 10 Let p = (s, P, A, F) be a private process after applying the Algorithm 1. The algorithm for checking whether p holds the local criterion η is given as follows: The basic idea is to traverse the process from the termination state to the initial state to remove all the duplicate silent actions (Lines 1, 3-21) . Then, the algorithm traverses the process in the reverse direction to check the atomicity sphere (Lines 2, 22-29). In Line 23, the predicate "excluded(idset, a)" returns true if and only there exists at least one ID in the idset, such that a is not in the excluded set of this ID. Due to space limitation, the calculation of the excluded set for an ID is not included in this paper; Details could be found in [22] . In Line 26, NC represents the set of non-compensable tasks of p. 
CASE STUDY
In this section, we illustrate our approach by using a real life business scenario depicted in Figure 5 , in which "Garage", "Europ Assist", "Assessor/Adjuster", "Lee C.S", and "AGFIL" are all web services providers.
This case study scenario is derived from a real-life insurance example (motor damage claims) [5] , in which AGF Irish Life Holding Plc. (AGFIL for short) is an insurance company operating in the Irish market providing domestic and commercial insurance. AGFIL collaborates with the other partners based on the operation of a scheme known as the Emergency Service, under which individual motor policyholders could claim back the repairing charges of their insurance-covered motor through the partners of AGFIL. The objective of this Emergency Service is to conduct damage claims in an efficient and cost effective manner.
In this scenario, Europ Assist provides a 24-hour emergency service hotline to individual motor policyholders. Lee C.S coordinates and manages the actual operation of the emergency service on behalf of AGFIL. It assigns Assessors/Adjusters to inspect the damage of a claimed motor and agree on the dollar amount for repairing if the prices do not deviate from the industrial norms. Garages provide repairing services to policyholders who do not need to pay the charges directly. Instead, the Garages forward the invoices to Lee C.S and receive the payment from AGFIL. AGFIL is responsible for underwriting the policies and covering the claimed losses. It does not take part in dollar amount negotiations, but it has the ultimate rights to decide whether a claim is faithful and whether any payment should be released to a claim. In case of an invalid claim (e.g., the loss is not covered in the policy terms), AGFIL will stop the claim procedure immediately. Let us study their collaboration scenario, which is depicted in Figure 5 . In the beginning, an individual motor policyholder makes a phone call to Europ Assist to initiate the damage claim procedure. Europ Assist then submits the claim form to AGFIL, who also forwards a copy to Lee C.S. On receiving the claim form, Lee C.S appoints some Loss Assessor/Adjuster to carry out the inspection of the claimed vehicle and negotiate the repairing price with Garage. At the same time, the AGFIL claim handler registers the claim and checks it manually. If Lee C.S agrees with the repairing price with a chosen garage, the garage will then commence motor repairing. Lee C.S will also issue AGFIL with an adjuster/assessors report. AGFIL will read the report and amend the estimated figures in the claims system. Finally, payments from AGFIL are made to the involved approved garages and assessors/adjusters by a third party payment system.
The collaboration of these processes provides an efficient service for motor policyholders. However, these organizations will suffer value losses in some scenarios. For example, if the damage claim is invalid (e.g., the loss is not covered in the policy terms), AGFIL will notify Lee C.S and stop the service for the motor policyholder concerned. However, the garage may have already repaired the motor. Hence, AGFIL or Lee C.S may also have to pay the garage the repairing charges, and thus suffer value losses.
One way to avoid this value loss scenario is to check their atomicity sphere before establishing their collaboration. This can be done by the global checking approach [21] , in which an atomicity-equivalent public view is published by each involved process, and these public views are composed together into a global process. By checking atomicity sphere of this global process, these business parties could identify whether there exists some possible value loss scenarios in their collaboration.
However, this approach still exposes some privacy information of involved partners, because the atomicity-equivalent public view contains all the information about the collaboration of this process with all its direct partners. For example, from the perspective of AGFIL, it may not wish Garages and Europ Assist to know how it collaborates with Lee C.S due to its business privacy concerns. However, the atomicity-equivalent public view of AGFIL (c.f., Figure 6 (a), where the "non-retriable silent action" is a kind of silent action defined in PA a [21] ) will expose such information. Furthermore, the composition of all the involved atomicityequivalent public views will also reveal to Europ Assist that Lee C.S is a partner of AGFIL. The details of its collaboration with one of its partner are therefore known to its other partners.
The local analysis approach proposed in this paper can solve the above problems. Firstly, each private process publishes different local views for different partners. For example, as depicted in Figure 6 (b), AGFIL publishes two local views, one for Europ Assist and another for Lee C.S. Each local view contains only essential information for process interaction and property propagation. Secondly, business parties exchange information only with its direct partners in the local analysis, and therefore do not disclose the partner information to unrelated business partners.
Before applying the local analysis approach, we apply the approach of [1] and find that they are well-formed. Then, based on Algorithm 1, the non-compensable property of the primary pivot task "repair motor" (since repairing motor takes time and other resources, it is non-compensable) in the garage process could be propagated to the AGFIL process at two points, as depicted in Figure 6 (c). Meanwhile, the task "Check claim form" in the AGFIL process is non-retriable, because this task may raise an exception if the claim handler finds the claim is invalid, and thus stops the process. Hence, according to Definition 9, the AGFIL process violates the local criterion η after property propagation. According to Theorem 2, the collaboration of these processes violates atomicity sphere. Based on the analysis results, business parties could observe the potential value loss scenarios in advance before their actual collaboration, and take measures to handle these scenarios (e.g., change the process, or choose other services and so on). This case study shows that the local analysis approach can also prevent value loss for B2B collaboration. Compared to the global checking approach, the local analysis approach does not disclose the collaboration information of one partner to the others, and is thus more applicable to the situations where a trustworthy party is not available.
EVALUATION
In this section, we will analyze the time complexity of the algorithms introduced in Section 4 to evaluate the feasibility of our proposal. This is followed by discussions regarding the limitations and some possible extension of our work.
Complexity Analysis
Time cost for property propagation
Given process p=(s 10 
Time cost for checking local criterion
Given process p=(s, P, A, F), let |P| =m, |F|=k. This algorithm accesses each state and transition at most twice, that is, traverse the process from the terminate state to initial state to remove duplicate silent actions (Lines 3-21), and traverse the process in the reverse direction to check atomicity sphere (Lines 22-29). The total time cost for this algorithm is thus O(2m+2k). Since in a process, m ≤ k+1, so the time cost for this algorithm is O(k).
Time cost for Algorithm 1
Suppose there are n collaborative processes. For each business party, Algorithm1 will terminate after repeating at most n rounds.
Since the time cost for marking primary pivot task and constructing a local view is O(k) and O(k 2 ) [22] , the time cost in each round is O(k 2 + . m×k×k max ), where k, m, and k max are the number of transitions of this process, the number of its direct partners (m≤n), and the maximum number of transitions in its m partners' local views, respectively, so the total time cost is simplified as O(n×k 2 +n 2 ×k×k max ). According to our investigation, the number of transitions in most existing business processes [13] ranges from 20 to 50. Hence, the approach proposed in this paper is applicable in practice.
Discussions
Our work assumes the availability of the non-compensable information of each business party to its direct partners. This is a win-win situation because the exchange of information about their tasks of no return could make business parties stay away from falling into an avoidable trap.
One challenge to deploy this approach in practice is that all involved parties are required to be trustworthy. This may not be true since they are autonomous and loosely coupled. During the property propagation, each party should keep the IDs of the silent action τ. If one party changes the IDs of a silent action or does not propagate it to others, then the final checking result might be inaccurate. We are investigating whether it is feasible to record the property propagation in the form of contracts. If their collaboration satisfies atomicity sphere in the checking but indeed incurs a value loss scenario at runtime, then business parties could trace the responsibility of the partner who does not propagate the silent action τ or change their IDs during the property propagation. We will investigate along this direction.
Another limitation is that our work requires the processes to be well-formed. However, existing works, such as [1] , have provided approaches to detect deadlock and non-reachable transitions locally without compromising privacy. Examples on applying the approach [1] to detect deadlock and prune the processes to be well-formed could be found in [22] . On the other hand, even if the process has loops, the expanding of this process could be stopped by repeating a few times because the repeated information is enough for checking atomicity sphere. According to our investigation from the MIT process handbook [13] , the number of states in most existing business processes ranges between 20 and 50, so it is practical to determine whether the well-formedness assumption is satisfied before applying our approach.
RELATED WORK
In this section, we will review some major techniques proposed by recent studies in the areas of transactional support, quality of services (QoS), and privacy protection for B2B collaboration.
To guarantee consistency in process collaboration, some researchers extend advanced transaction models (ATMs) [15] to support business processes. Grefen et al. [9] extends the Saga model [7] to facilitate an arbitrary distribution of and flexible rollback semantics of business processes over multiple workflow management systems. To keep consistency, each task in this model is required to be paired with a compensating task so that the failure of any task could be handled by compensating all or partial executed tasks. However, this requirement is too strict for B2B transaction because some tasks may not be able to compensate in reality. Similar works in the area of transactional workflow, such as [8] , however compromise the autonomy and privacy of involved processes. In addition, some transactional protocols for process collaboration and web services, such as Business Transaction Protocol (BTP) [2] , WS-C [19] /WS-T [20] , use mechanisms like two-phase outcome protocol to guarantee the consistency of involved partners at runtime, which, however, sacrifices the autonomy of the participating processes because some involved processes may have to commit their tasks together.
Another well-studied area is distributed, cooperative fault-tolerant systems [11] , where consistency is achieved by rolling the execution back to some checkpoints using backward recovery and restarting the execution from the checkpoints in case of a failure. These approaches, however, are inapplicable to processes in B2B environment because business processes may not be able to compensate executed tasks in some situations due to expensive costs. Moreover, tasks failed in a business process may not be able to restart. For example, the payment could not restart if the bank account is out of money. In addition, privacy issues are not considered in these approaches.
The work in this paper and our previous work [21] provide a flexible approach to achieve atomicity sphere property in B2B collaboration. Business processes do not have to conform to some specific protocols at runtime. As a result, the involved organizations have greater freedoms (i.e., loose coupling) to conduct B2B transactions. The main difference between the work in this paper and [21] is that the work of [21] uses a global checking approach, which may be inapplicable in some scenarios. This paper adopts a local analysis approach to analyze atomicity sphere when the global approach is inapplicable, and thus complements the work of [21] .
Currently, little efforts have been spent on studying the privacy issue in B2B environment. Public view is a promising way to protect privacy, but existing works on public view based process collaboration, such as [3] [4] [12] [17], could not be used to check atomicity sphere of B2B collaboration. Local views used in our work not only protect privacy of involved process, but also propagate non-compensable property so that business parties can analyze atomicity sphere locally without disclosing their privacy.
Lastly, we review related work in the area of quality of services (QoS) for process collaboration. Wohlstadter et al. [18] tackle the QoS problem in service matchmaking by using a middleware based methodology. This approach allows services to use a metalevel protocol to negotiate with one another and exchange their QoS policy information so that they can compute the agreeable common sets of QoS policies. Although their work may be used by the parties to negotiate transactional configurations, their work does not show the method to do so. We view that it is non-trivial, because atomicity sphere is different from the QoS aspects stated in [18] in the sense that atomicity sphere may be affected by all the involved processes. Other works on QoS aspect for service computing, such as [16] [23], do not consider atomicity (sphere). In contrast, our work provides a viable approach for business parties to exchange their atomicity information and check locally whether atomicity sphere is held in their collaboration.
CONCLUSIONS
This paper presents a novel approach to analyze atomicity sphere locally for B2B collaboration without compromising privacy.
This method provides a criterion for business parties to identify suitable partners. It is based on a novel process algebraic model, under which different local views are derived from a private process for different roles. With the aid of these local views, property propagation is applied to localize any potential violation of atomicity sphere to individual private processes. By analyzing the business process using the proposed local atomicity sphere criterion at each involved process, business parties could identify whether their collaboration exhibits any atomicity sphere. In this way, each party discloses minimal privacy information to the others during the checking of atomicity sphere. Algorithms are also provided to construct the local views, propagate property and check the local criterion.
Our present work still has some limitations, e.g., trustworthiness is required for involved processes and the like. In the future, we will improve our work to address these restrictions and perform more case studies to investigate the usability and scalability of our approach in practice.
